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CLAIMS 



What is claimed is: 



1. A backup s< 



/, 



5 $ (NAS) for coupling a call placed from a call-in user to said data communications network 
\ and a failure detector for detecting said local server failure, said NAS having associated 
memory, said NAS connected to said network, said backup server comprising: 
a server-state attribute (SSA) receiver responsive to the failure detector for 
receiving from he associated memory an information packet associated with the call 
=40 upon an occurrence of the local server failure, wherein said information packet 



rver for enabling a data communications network to recover from a 



local server failure , said data communications network including a network access server 



M15 



20 



characterizes a 
NAS by the ca 



plurality of SSA information data associated with the call placed to the 
1-in user; 



a memory reader for reading said information packet from said SSA receiver; and 
a parser foi reconstructing said plurality of SSA information data from said 

information pi icket from said memory reader, so that the backup server can recover the 

call to the dati communications network. 



2. A backup 
an attribute/vali e 



A backup 



server according to claim 1 wherein said information packet consists of 
pair that can be parsed into a plurality of separate data entries. 



server according to claim 1 wherein said information packet further 



comprises a plurality of aggregated data elements from a call attribute table. 



\ 
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4. A backup server according to claim 3 wherein said plurality of aggregated data 
\^ ^ elements of said information packet are separated by said parser for reconstructing said 
plurality of SSA information data from said information packet. 



5 5. A backup server for enabling a data corrimunications network to recover from a 
local server failure, said data communication^ network including a network access server 
(NAS) for coupling a call placed from a call-in user to said data communications network, 
said NAS having associated memory, sai<M>ackup server comprising: 
a failure detector for detecting said/ocal server failure; 
,40 a server-state attribute (SSA) receiver responsive to said failure detector for 

~'% receiving from the associated mempry an information packet associated with the call 
^ \ upon an occurrence of the local server failure, wherein said information packet 
m characterizes a plurality of SS^y information data associated with the call placed to the 
E ~ NAS by the call-in user; 

j A5 a memory reader/for reading said information packet from said SSA receiver; and 

□ a parser for recohstractmg said plupdity of SSA information data from said 

;Q information packet from said'haefifory reader, so that the backup server can recover the 
call to the data communications network. 

20 6. A backup server /according to claim 5 wherein said information packet consists of 
an attribute/value pair /that can be parsed into a plurality of separate data entries. 



7. A server backup mechanism according to claim 5 wherein said information packet 
further comprises a plurality of aggregated data elements from a call attribute table. 
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8. A backup servei^'Scfcofding to claim 7 wherein said plurality of aggregated data 
elements of said infortnatio^actet^re separated by said parser for reconstructing said 
plurality of SSA infomtatron data from said information packet. 



s\ 9. A loca| server for enabling a data communications network to recover from a local 
l^j^i server failury said data communications network including a network access server 
gj\ (NAS) for coupling a call placed from a call-in user to said data communications network 
and a failure! detector for determining if said local server failure has occurred, said NAS 
JO having an associated memory, said NAS connected to said network, said local server 
'5 comprising: 

[:': an encoder for generating an information packet associated with the call, wherein 

^ said information packet characterizes a plurality of server-state attribute (SSA) 
lJl informati on data associated with the call; and 

Q5 a sender for transmitting said information packet associated with the call from said 

m encoder to the associated memory. 



10. A lacal server according to claim 9 wherein said information packet consists of an 
attribute/value pair that can be parsed into a plurality of separate data entries. 



20 



11. A local server according to claim 9 wherein said information packet further 
comprised a plurality of aggregated data elements from a call attribute table. 
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12. A local server according to claim 1 1 wherein said plurality of aggregated data 
elements of said inforanation packet are separated by said parser for reconstructing said 
plurality of SSA information data from said information packet. 



13. A server enabling a data communications network to recover from a local server 
failure, said data communications network including a network access server (NAS) for 
coupling a call placed from a call-in user to said data communications network and a 
failure detector for determining if said local server failure has occurred, said NAS having 
an associated memory, said NAS connected to the network, said server comprising: 
an encoder jfor generating an information packet, wherein said information packet 

characterizes ^plurality of server-state attribute (SSA) information data associated 

with the call; 

a sender f(^ r transmitting said information packet from said encoder to the NAS to 
is coupled for storing in the associated memory; 
responsive to the failure detector for receiving from the associated 



which the ca 
a receiver 



memory an i iformation packet associated with the call upon an occurrence of the local 



server failure 
information 
a memory 
a parser 



wherein said information packet characterizes a plurality of SSA 
ata associated with the call; 

reader for reading said information packet from said SSA receiver; and 
br reconstructing from said information packet associated with the call 
into a plural ty of SSA information data so that the backup server can recover the call 
to the data communications network. 
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14. A server according to claim 13 wherein said information packet consists of an 
attribute/value pair that/can be parsed into a plurality of separate data entries. 

15. A server according to claim 13 wherein said information packet further comprises 
a plurality of aggregated data elements from a call attribute table. 

16. A server according to claim 15 wherein said plurality of aggregated data elements 
of said information packet are separated by said parser for reconstructing said plurality 
of SSA information/data from said information packet. 



17. A network access server (NAS) for enabling a data communications network to 
recover from a local server failure and for coupling a call placed from a call-in user to said 
data communications network, said data communications network including a local 
server for generating an information packet, wherein said information packet 
characterizes a plurality of server-state attribute (SSA) information data associated with 
said call, and a backup server for parsing said information packet to recover said 
plurality of SSA ipformation data in the event that said local server failure occurs, said 
local server, said |)ackup server and said NAS being connected to said network, said 
NAS comprising: 

a receiver foi receiving the information packet from the local server; 
an associated memory for recording the information packet; 
a memory writer for writing the information packet from said receiver to said 
associated memory; 

a failure detector for determining if the local server failure has occurred; 
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a memory reader fof reading the information packet from said associated memory; 
and 

a sender for transmitting the information packet from said memory reader to the 
backup server if the Local server failure has occurred. 



18. A NAS according to claim 17 wherein said information packet consists of an 
attribute/value pair tttat can be parsed into a plurality of separate data entries. 



19. A NAS according to claim 17 wherein said information packet further comprises a 
,=40 plurality of aggregated data elements from a call attribute table. 



20. A server backup system for enabling a network to recover a call placed by a call- 
in user to said network from a server access failure, said network including a memory 
connected to saifd network and a failure detector connected to the network for 



\A5 determining whether said server access failure has occurred, said memory and said failure 

sociated with a network access server (NAS) that is connected to said 
network, said system comprising: 

a server cannected to the network for servicing the call; 

an encoder for generating an information packet that characterizes a plurality of 
20 server-state Attribute (SSA) information data associated with the call; 

a receiver responsive to the failure detector for reading said information packet 
from the memory associated with the NAS, said receiver associated with said server, 
said information packet in the memory upon an occurrence of the local server failure; 
and 
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a parser for reconstructing said plurality of SSA information data from said 
information packet, And providing said plurality of SSA information data to said server, 
said parser associated with said server. 



5 21. A server backup system according to claim 20 wherein said information packet 
consists of an attribute/value pair that can be parsed into a plurality of separate data 
entries. 

yj 22. A server bac cup system according to claim 20 wherein said information packet 



JO further comprises a 



XI 



AS 



20 



23 . A server badkup 
aggregated data elements 
reconstructing said 



plurality of aggregated data elements from a call attribute table. 



system according to claim 22 wherein said plurality of 
of said information packet are separated by said parser for 
plurality of SSA information data from said information packet. 



24. A server ba:kup mechanism according to claim 20 wherein said server is a 
resource pool manager server (RPMS). 



25. A server backup system for enabling a network to recover a call placed by a call- 
in user to said network from a seryey access failure, said network including a memory 



connected to said network, said mi 
that is connected to said network; skid 



lory associated with a network access server (NAS) 
system comprising: 



a server connected to the network for servicing the call; 
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an encoder for generating an information packet that characterizes a plurality of 
server-state attribute (SSA) information data associated with the call; 

a sender for transmitting said/information packet from said encoder to the memory 
associated with the NAS, said s/ender associated with said server; 

a failure detector for determining whether the server access failure has occurred, 
said failure detector associated with said server; 

a data-caller responsiv^ to said failure detector for requesting said information 
packet from the paSnteof associated with the NAS, said data-caller associated with said 
server; 

a receiver f espons/v/ ttssaid-data-caller for reading said information packet from 
the memory, s&M reMver associated with said server, said information packet in the 
memory upon an occurrence of the local server failure; and 

a parser for reconstructing said plurality of SSA information data from said 
information pacKet, and providing said plurality of SSA information data to said server, 
said parser associated with said server. 



26. A s 
consists of 



\ entries. 



rver backup system according to claim 25 wherein said information packet 
an attribute/value pair that can be parsed into a plurality of separate data 



27. A server backup system according to claim 25 wherein said information packet 
further comprises a plurality Blag&regated data elements from a call attribute table. 
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28. A server backup system according to claim 27 wherein said plurality of 
aggregated data elements of said information packet are separated by said parser for 
reconstructing said/plura*ity of SSA information data from said information packet. 



5 29. A server baclmjysystem according to claim 25 wherein said server is a resource 
pool manager server/(RPMS). 



c 



A serv 



p Lin user to saic 



detector both 



backup system for enabling a network to recover a call placed by a call- 



network from a server access failure, said network including a memory 
said network and a failure detector connected to the network for 



-JO/^ connected to 

3 v 

jE & determining ^hether said server access failure has occurred, said memory and said failure 



associated with a network access server (NAS) that is connected to said 



network, saic system comprising: 



a first 



^15 



20 



server connected to the network for servicing the call; 
a secor d server connected to the network for servicing the call if the server access 
failure occurs; 

an enc3der for generating an information packet, said encoder associated with said 
first server, wherein said information packet characterizes a plurality of server-state 
attribute (SSA) information data associated with the call, said information packet 
further comprising a plurality of aggregated data elements from a call attribute table; 

a senc er for transmitting said information packet from said encoder to the memory 
associated with the NAS, said sender associated with said second server; 

a receiver responsive to the failure detector associated with the NAS for reading 
said infoimation packet from the memory upon an occurrence of the local server 
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failure, said receiver associated with said second server, said information packet in the 
memory ; and 

a parser for Reconstructing said plurality of SSA information data from said 
information packet, and providing said plurality of SSA information data to said 
second serverjsaid parser associated with said second server. 

31. A serveij backup system according to claim 30 wherein said second server further 
includes: 

a data-caller responsive to the failure detector for requesting said information 
JO packet from the memory associated with the NAS. 




32. A server 
resource pool 



backup system according to claim 31 wherein said first server is a 
manager server (RPMS) and said second server is a backup RPMS. 



^15 33. A meth )d performed by a/backup server for enabling a network to recover a call 
3 placed by a call-in user to said Network from a server access failure, said network 

including a local serverrsaid backup served a memory connected to said network, an 
information packet generatJpy connected/to said network for generating an information 

\zes a tfHtamlitv^i server-state attribute (SSA) information data 
20 associated with the caH plafc/ed by said call-in user to said network, and a failure detector 
connected to said network for determining whether said server access failure has 
occurred, said memory and said failure detector both associated with a network access 
server (NAS) that is connected to said network, said local server at least initially 



packet that character 
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connected to said network, said backup server connected to said network, said method 
comprising: 

receiving the information packet frahi the memory associated with the NAS, said 
receiving being responsive to the failure detector when the server access failure 
occurs; and 

parsing the information packet |b reconstruct said plurality of SSA information data 
for the call. 



JO 



A5 



34. A method performed by the backup server according to claim 33 wherein the 
backup server is responsive to thp failure detector when the server access failure occurs, 
said method further comprising:/ 

petitioning to the NAS for the information packet after the NAS requests the 
plurality of SSA informationfdata; 

receiving the infdrrft^tioli packet from the memory; and 
sending said plurality of SSA information data to the NAS after parsing the 
information packet is mmfpleted. 



35. A method 



performed by the backup server according to claim 33 wherein said 



parsing the informatkm packet further includes: 
20 reading a value dat£ string and subdividing said value data string into a plurality of 

data fields. 



36. A method performed by a local server for enabling a network to recover a call 
placed by a call-in useu to said network from a server access failure, said network 
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including a memory connected to said network, a failure detector connected to the 
network for determining whether said server access failure has occurred, said local 
server, and a backup server, said memory and said failure detector both associated with a 
network access server (NAS) that isr connected to said network, said local server at least 
initially connected to said network, said backup server connected to said network, said 
NAS sending an information packet from said memory to said backup server in response 
to said failure detector, said baokup server parsing the information packet to reconstruct 
said plurality of server-state atpibute (SSA) information data for said call, said method 
comprising: 

generating an information packet that characterizes the plurality of SSA 
information data associated with the call placed by the call-in user to the network; and 
sending the informajaon packet to the NAS to be stored in the associated memory. 



v. 37. A method perforjfoejfib^ the lopafserver according to claim 36 wherein said 
1=^15 generating an iitformatlon packet further comprises: 

□ encoding a ptef^nty of aggregated data elements from a call attribute table 

:fl representing said plurality of server-state attribute (SSA) information data; and 

delimiting information packet into an attribute data string and a value data string. 



20 38. A method performed by a network access server (NAS) for enabling a network to 
recover a call placed by a call-in user to said network from a server access failure, said 
network including Jan associated memory connected to said network, a failure detector 
connected to the network for determining whether said server access failure has 
occurred, a local server, and a backup server, said associated memory and said failure 
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detector both associated with the NAS that is connected to said network, said local 
server at least initially connected to said network, said backup server connected to said 
network, said local server generating an mformation packet that characterizes a plurality 
of server-state attribute (SSA) information data associated with the call placed by said 
call-in user to said network, said backup server parsing the information packet to 
reconstruct said plurality of SSA information data for said call, said method comprising: 

receiving the information packet from the local server by a receiver; 

recording the information padket in the associated memory; 

writing the information packet from said receiver to the associated memory; 

determining if the local sewer failure has occurred by the failure detector; 

reading the infomjati^n packet from the associated memory by a memory reader; 
and 

transmitting th'e inforri&tion packet fropcrttie memory reader to the backup server if 
the local server failure has/Wcurred. 

39. A method performed by a server for enabling a network to recover a call placed 
by a call-in user to said network from a server access failure, said network including said 
server connected to said network, a memory connected to said network and a failure 
detector connected to the network for determining whether said server access failure 
has occurred, said memory and said failure detector both associated with a network 
access server (NAS) that is connected to said network, said method comprising: 



generating an in 



brmation packet that characterizes a plurality of server-state 



attribute (SSA) information data for the call placed by the call-in user to the network; 
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sending the information packet to the NA^to be stored in the memory associated 
with the NAS; 

receiving said information packet frorn^ the memory associated with the NAS, said 
receiving being responsive to the failures detector when the server access failure 
occurs; and 

parsing said information packet tj& reconstruct said plurality of SSA information 
data for the call. 

40. A method performed by the server according to claim 39 wherein the server is a 
resource pool manager server (R/PMS). 



41. A method performed by the server according to claim 39 said server is responsive 



to the failure detectoj/when 
comprising: 

petitioning sajid 
NAS for the plur; 



e server access failure occurs, said method further 




NAS after receiving a request from the 
!A inlormation data; 



receiving said mfbmnation packet from the memory; and 
sending said plurality of SSA information data to the NAS after parsing said 
information packet is completed. 



42. A method performed by the server according to claim 39 wherein said generating 
an information packet further comprises: 

encoding a plu ality of aggregated data elements from a call attribute table 
representing said plurality of SSA information data; and 
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delimiting the information packet intoydn attribute data string and a value data 
string. 

43. A method performed by the sej/W according to claim 39 wherein said parsing 
said information packet further inch 

reading a value data string dip subdividing said value data string into a plurality of 
data fields. 



40 
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44. A programmable storage device readable by a machine tangibly embodying a 
program of instructions executable by the machine to perform method steps performed 
by a backup server for enabling a network to recover a call placed by a call-in user to 
said network from a seFv^r/access failure, said network including a local server, said 



tory 



backup server, me 
connected to said Aetwojrk 



plurality of server 
in user to said net 1 



state 



nected to said network, an information packet generator 
for generating ^information packet that characterizes a 

ute (SS^rinformation data for said call placed by said call- 
d a failure detector connected to said network for determining 
whether said server MTess failure has occurred, said memory and said failure detector 
both associated with a network access server (NAS) that is connected to said network, 
said local server at least initially connected to said network, said backup server 

J A 

connected to said network, said method comprising: / 



receiving the information packet from the memory associated witty he NAS, said 
receiving being cbsponsive to the failure detector when the server access failure 
occurs; and 
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parsing the information packet to reconstruct said plurality of SSA information data 
for the call. / 

45. A programmable storage device according to claim 44 wherein the backup server 
5 is responsive to the failure detector when the server access failure occurs, said method 
further comprising: / 

petitioning to the NAS for the information packet after the NAS requests the 
plurality of SSA information data; / 

receiving the information packet from the memory to the backup server; and 
:J0 sending the plurality of SSA information data to the NAS after parsing the 

g information packet is completed. / 

|J 46. A programmable storage device according to claim 44 wherein said parsing the 
'~ ' information packet further inpffidbs: 

yl5 reading a value data string andWbdividing said^alue data string into a plurality of 

q data fields. / \ 

47. A programmable storage device readable by a machine tangibly embodying a 
program of instructions executable by the machine to perform method steps performed 
20 by a local server for enabling a network to recover a call placed by a call-in user to said 
network from a server access failure, said network including a memory connected to said 
network, a failure detector /connected to the network for determining whether said 
server access failure has occurred, said local server, and a backup server, said memory 
and said failure detector both associated with a network access server (NAS) that is 
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connected to said network, said local server at least/initially connected to said network, 
said backup server connected to said network, sara NAS sending an information packet 
from said memory to said backup server in response to said failure detector, said backup 
server parsing the information packet to reconstruct said plurality of server-state 
attribute (SSA) information data for said call/ said method comprising: 

generating an information packet that? characterizes the plurality of SSA 
information data for the call placed by flie call-in user to the network; and 
sending the information packet to the MAS. 



JO 48. A programmable storage device according to claim 47 wherein said generating an 
% information packet further comprises: 

encoding a plurality of^ggreg(ated data elements from a call attribute table 

bf /A 

'% representing the plurality of SSjji information data; and 

delimiting information packet into an attrifeme data string and a value data string. 



J5 



49. A programmable 



storage device readable by a machine tangibly embodying a 
□ program of instructions executable by the machine to perform method steps performed 
by a network access server (NAS) for enabling a network to recover a call placed by a 
call-in user to said network from a server access failure, said network including an 
20 associated memory connected to said network, a failure detector connected to the 

network for determining whether said server access failure has occurred, a local server, 
and a backup server, saidf associated memory and said failure detector both associated 
with the NAS that is connected to said network, said local server at least initially 
connected to said network, said backup server connected to said network, said local 
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server generating an information packet that characterizes a plurality of server-state 
attribute (SSA) information data associated with the call placed by said call-in user to 
said network, said backup server parsing the information packet to reconstruct said 
plurality of SSA information data for /aid call, said method comprising: 

receiving the information packet from the local server by a receiver; 

recording the information packet in the associated memory; 

writing the information packet from said receiver to the associated memory; 

determining if the local server failure has occurred by the failure detector; 

reading the information jacket from the associated memory by a memory reader; 
and 

transmitting the/ffifbmlation packet from ^e memory reader to the backup server if 
the local server fflilurelWis occurred. 

50. A progra^imabl^stdtag©-device readable by a machine tangibly embodying a 
program of instruction^ executable by the machine to perform method steps by a server 
for enabling a netwOTK to recover a call placed by a call-in user to said network from a 
server access failurejsaid network including said server connected to said network, a 
memory connected Co said network and a failure detector connected to the network for 
determining whether said server access failure has occurred, said memory and said failure 
detector both associated with a network access server (NAS) that is connected to said 
network, said method comprising: 

generating ani information packet that characterizes a plurality of SSA information 
data for the call >laced by the call-in user to the network; 
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sending the information packet to the NAS to be stored in the memory associated 
with the NAS; / 

receiving said information packet from the memory associated with the NAS, said 
receiving being responsive/to the failure detector when the server access failure 
occurs; and / 

parsing said information packet by said server to reconstruct said plurality of SS A 
information data for the call. 

51. A programmable storage device according to claim 50 said server is responsive to 
the failure dete ctor wMen the serv^p^ccess failure occurs, said method steps further 
comprising: \ 

petitioning saia information packet to the NAS after receiving a request from the 

NAS for said plurality of SSA information data; 

receiving said information packet from the memory; and 

sending saia plurality of SSA information data to the NAS after parsing said 

information packet is completed. 
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